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Y \
—incrifefanef rinkot/scan/portscan:
#include <netdb.h> /
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define SERV_HOST_ADDR “192.168.33.33" +—— WM R Y —/\DIP7rL X
#define MAXPORT 1024

#define BUFLEN 1024

#define SBUFLEN 256

i{nt main(int argc, char **argv)
struct sockaddr_in addr;
struct servent  *sent;
int fd, i, j, rtn,
char buf[BUFLEN],

for (i = 1; i < MAXPORT; i++) {
[* Iyl olg */
fd = socket(AF_INET, SOCK_STREAM, 0);

memset(gchar *)&addr, 0, sizeof(addr));
addr.sin_family = AF_ INET

addr.sin_addr.s_addr = inet _addr(SERV_HOST_ADDR);
addr.sin_port = htons((short)i);

[* —NEDEfR */

if ((rtn = connect(fd (struct sockaddr *)&addr, sizeof(addr))) == -1) {
//printf("e");
close(fd);
continue;

b
/¥ H—EZE DG */ |
if ((sent = Eetservbyport(htons(l), "tcp")) == NULL)
}prlmtfg nown service (port %d) is available.¥n", i);
else
printf("%s¥tservice (port %d) is available.¥n", sent->s_name, i);

b
close(fd);
b
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O%telnet lana 21 2 1"EFTPOF—FEE
Trying 192.168.33.33...

Connected to lana.4f.db.is.kyushu-u.ac.jp.
Escape character is 'M]'.

220 lana FTP server (SunOS 5.8) ready.
quit

221 Goodbye.

Connection closed by foreign host.

%
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%telnet hatsune 80 80" IZHTTPDHR—FE=
Trying 133.5.18.167...

Connected to hatsune.db.is.kyushu-u.ac.jp.
Escape character is ']'.
GET / HTTP/1.0
—[ENTER]
HTTP/1.1 200 OK
Date: Wed, 18 Sep 2002 05:41:36 GMT
Server: Apache/1.3.26 (Unix)
Last-Modified: Wed, 08 May 2002 10:44:00 GMT
ETag: “18b4d1-bef-3cd94a0d"
Accept-Ranges: bytes
Content-Length: 3055
Connection: close
Content-Type: text/html
(&E8)
Connection closed by foreign host.
%
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Nmap®DERE

® # nmap [Scan Type(s)] [Options] <host or net list>
m Scan Type
« sT :TCPRF¥y
+ sU :UDPRF+>
m Options
« -0 0OSFRS
* -p R—FBEBDIEE
¢ -y  AF RO FERT

m A 73 &> TlErootTLMAEITTELLY
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m # nmap -sU -0 ami
m aMiDUDPR—FERFv2 T 5
m OSZEF~ND
m # nmap —p 20-25 <192.168.33.*
B 20BN 25FFTHDTCPIR—FE2RXFTv29 5

m192.168.33O RV —O2 ANV E1—4
ZAXvY9 5
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tei# nmap -O ami.db.is.kyushu-u.ac.jp

Starting nmap V. 2.54BETA34 ( www.insecure.org/nmap/ )
Interesting ports on ami.db.is.kyushu-u.ac.jp (133.5.18.197):
(The 1545 ports scanned but not shown below are in state: closed)
Port State Service

21/tcp open ftp

22/tcp  open ssh

23/tcp filtered telnet

53/tcp  open domain

111/tcp open sunrpc

139/tcp open netbios-ssn

1021/tcp open unknown

1022/tcp open unknown

1023/tcp open unknown

1024/tcp open kdm

6000/tcp open X11

Remote operating system guess: FreeBSD 4.3 - 4.4-RELEASE

Nmap run completed -- 1 IP address (1 host up) scanned in 8 seconds

tei#
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B LTFTOR—UhoI7/)LEFH0A—RT 5
m http://www.insecure.org/nmap/nmap_downlo
ad.html

m FreeBSDTldportshAHESN TLVET
m cd /usr/ports/security/nmap
= make install
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