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a= 5 * 5 Print output (drag lower nght corner to res
b=a*a |25 /20605

c=b*b

d —c % c Frames Obj

Glohal frame

print(d) e

Print(5*5*5*5*5*5* ¥ G* ¥ G Gx G GG+ G+E) 625

b
c |390625
d

152587890625
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a=10*10
Print output {drag lower nght corner to res
b=a*a 100000000
100000000
c=b*b
print(C) Frames Objects
print(10%10*10*10*10%10*10*10) Slabal o
a (100
b | 10000

c 100000000
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In [2]: def DH _exchange(p):
""" penerates a shared DH key """

g = randrange(1,p-1)

a = randrange(1,p-1) # Alice's secret
b = randrange(1,p-1) # Bob's secret

X = pr(gJaJp)

y = pow(g,b,p)

key A = pow(y,a,p)

key B = pow(x,b,p)

return g, a, b, x, y, key A, key B
In [3]: DH_exchange(190125101)

out[3]: (138828318, 163869277, 133309977, 103589429, 144268455, 9912066, 9912066)

Diffie-HellmaniE TS 1t (PythonZ{£8)
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http://nbviewer.jupyter.org/github/yoavram/CS1001.py/blob/master/recitation4.ipynb
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In [4]: def crack DH(p, g, x):
"""find secret "a" that satisfies g**a%p == x
Not feasible for large p"™"
for a in range(1,p-1):
if a % 100000 ==
print(“Iteration”,a) # progress bar
if pow(g,a,p) == x:
return a
return None

Palebuse Lok

In [5]: def find prime(n):
""" find random n-bit long prime (no leading zeros: 2**(n-1)<= N < 2¥*p )"""
while True: #here we're optimistic, but actually we have a good reason to be:
# after 0(1/n) iterations we expect to find a prime and halt
candidate = randrange(2**(n - 1), 2%**n)
if is_prime(candidate):
return candidate

In [6]: from math import log
p = find_prime(10)
print(p,log(p,2))
g,a,b,x,y,key A,key B = DH_exchange(p)
pr'i-nt(lgljg) ‘a’,a,'b’,b, %", x, 'Y',Y, 'keLA';kELA: 'kEY,BIJkEy,B)
print('a’',crack_DH(p,g,x))

983 9.94104760634058
g 867 a 598 b 417 x 519 y 75 key A 393 key B 393
a 107

Diffie-Hellman/EDE =% it d A 7 07 7 L
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http://nbviewer.jupyter.org/github/yoavram/CS1001.py/blob/master/recitation4.ipynb
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